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1.INTRODUCAO

“Security can be no

stronger than its weakest
link”
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1.INTRODUCAO
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2.BLOCKCHAINS ETHEREUM
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3.SMART CONTRACTS (SCs) E SUAS

VULNERABILIDADES

Programar Smart Contracts seguros é bem mais dificil...

Smart contracts != programas ‘normais’ porque:
« S&o0 auto-executados;

e SAao impossiveis de corrigir apos publicacao;

e SAao escritos em uma nova linguagem (Solidity):
o Solidity !'= JavaScript

e Solidity = Python



3.SMART CONTRACTS (SCs) E SUAS

VULNERABILIDADES

ledgerwatch - self.ethereum

King of the Ether Throne

An Ethereum DApp (a "contract"), living on the blockchain, that will make you a King or Queen, might
grant you riches, and will immortalize your name.

Important Notice

A SERIOUS ISSUE has been identified that can cause monarch compensation payments to not be

sent.

|
DO NOT send payments to the contract previously referenced on this page, or attempt to claim the

throne. Refunds will CERTAINLY NOT be made for any payments made after this issue was identified
on 2016-02-07.




3.SMART CONTRACTS (SCs) E SUAS

VULNERABILIDADES

1

2  import "remix_tests.sol";

S import "./ballot.sol”; Uma vez carregados para a

4 blockchain, os SmartContracts
S+ contract test3 { ndo podem mais ser corrigidos!
6 Por isso aimportancia de V&V
7 Ballot ballotToTest; criteriosa antes da publicacéo
8- function beforeAll () public {

g ballotToTest = new Ballot(2);

18 H

11

12 -~ function checkWinningProposal () public {

13 ballotToTest.vote(l);

14 Assert.equal(ballotTaTest.winningProposal(), uint(1), "P’cllmcn!"};
15 H

16

17 - function checkWinninProposalWithReturnValue () public view returns (bool) {
18 return ballotToTest.winningProposal() == 1;

19 }

28 3}

et
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3.SMART CONTRACTS (SCs) E SUAS

VULNERABILIDADES
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Call to the unknown Open
Gasless send Open
Exception disorders Addressed by Oyente
Type casts Open
Reentrancy Addressed by Oyente
Keeping secrets Open
Immutable bugs Open
Ether lost in transfer Open
Stack size limit Addressed by Oyente
Unpredictable state Addressed by Oyente
Generating randomness Open
Integer Underflow & Overflow  |Addressed by Oyente
Parity Multisig Bug Addressed by Oyente

Time constraints

Addressed by Oyente

Vulnerabilidades
gue serao
enderecadas
pela nova versao

do Oyente,
denominada

Ovente-NG (New
Generation)




4. DETECCAO AUTOMATICA DE

VULNERABILIDADES EM SMART CONTRACTS

An lllustrative Example

Concrete Symbolic
E xecution E xecution
int foo(int v) {
return 2*v;
}
X = 2 X = X Z*Yg == X,
void test me(int x, int y) { y = 1 y =y
int z = foo(y); o
if (z == x) Z = 2 z = 2%y, X, <= Y, +10
if (x > y+10)
ERROR ; Solve: (Z*ya == xe) and (xB > ye+19)
} <—

v &



4. DETECCAO AUTOMATICA DE

VULNERABILIDADES EM SMART CONTRACTS

CORE VALIDATOR
ANALYSIS

______________________________________________________

Ethereum
State

Z3 Bit-Vector Solver




4. DETECCAO AUTOMATICA DE VULNERABILIDADES
EM SMART CONTRACTS

» B ovente-ng — -bash — 104=38

Rafasls—MacBook—Alir:oyente—ng rafaslshigemura$ python ovente.py —s contract_code/nacs/HacsToken.sol
WARNING: Feat:Yaou are using an untested versien of 23. &.5.1 18 the afrficially tested versian
WARNTNG:root:You are using ave versiom 1.8.13. The supported wversiom is 1.7.3

WARNING:root:You are using solc version #.4.24;, The latest supported version is @.4.19
INFO:root:contract contract_code/nacs/NacsToken.sol:NacsTokemn:

INFO:aymExec: - = Resulis = =

ITNFO:symEX®c EVHE Cods Covarags: 9.

THFO: swmFwsr Tmtemer Limdesrf] o Falas

INFD:symExec: Integer DOverflow: Trus
1h;ﬁ.¢;ML-Ub- :ux;mp ﬂuiuialu buﬂ ‘o rFaloo
INFO:symExec: Callstack Depth Attack Vulnerability: False
INFO:symExec: Transaction—0Ordering Dependence [(TOD): False
INFD:gymEx&c: Timestamp Dependency: False

THED » & wmiE e Ba-Fatramcy Wainarand 1itwe Fal an

INFO:symExec:contract_code/nacs /NacsToken.sol:9&6:9: Warning: Integer Overflow.
balamcelf[_to] += _valums

Integer Overflow can occuf on variables:
v lua
balamcedf[ to]
allowancel _from][msg.sender ]
balanceOf[_freml
coRtract_coda/naca/NacaToken.sal:49:9: Warning: Integar OvartTlow.
balancedf[_to] += _value
Integer Overflow can occur on wariables:
balancadf[_tal
_valua
balanceOf[msg.sender]
INFD: = Call to The Unknown: False
Ethar Loat: Falas
ODut—-of-Gas Send: Trus
Worst case Gas: 12641
andomness Hug: Faloe
THFO: aymExec: Typa Cast Vulnerability: Falas
ITNFO: symExec: fnalysis Completed ssssssccccccz=a -
Rafaels—MacBook—Air:oyente—ng rafaslshigemura$ [




4. DETECCAO AUTOMATICA DE VULNERABILIDADES
EM SMART CONTRACTS

INFO:symExec:contract_code/macs/NacsToken.sol:94:9: Warning: Integer Overflow.
balancedf[ _to] 4= _value

ITnteager OverTlow can eccur on variables:
value

balanmceOf[ to]
allowancel from]l[msg.=zender ]

balanceOr[_froml
antract_code/nacs/NacsToken.so0l:49:%: wWarning: Integer Overftlow.

balamncedf[ to] += wvalue

Thnteger Overflow can occur on variables:
balanceOr[_tal
_valus

balancedf[msg.sender]

INFO:symExec: Out-of-Gas Send:
INFO:symExec: Worst case Gas:




4. DETECCAO AUTOMATICA DE VULNERABILIDADES
EM SMART CONTRACTS

® B oyente-ng — -bash — 70x17

INFO:root:contract contract_code/wibx/BCHHandled.sol:BCHHandled:
INFO:symExec:
INFO:symExec: EVM Code Coverage:
INFO:symExec: Integer Underflow:
INFO:symExec: Integer Overflow:
INFO:symExec: Parity Multisig Bug 2:
INFO:symExec: Callstack Depth Attack Vulnerability:
INFO:symExec: Transaction-Ordering Dependence (TOD):
INFO:symExec: Timestamp Dependency:
INFO:symExec: Re-Entrancy Vulnerability:
INFO:symExec: Call to The Unknown:
INFO:symExec: Ether Lost:
INFO:symExec: Out-of-Gas Send:
INFO:symExec: wWorst case Gas:

D:symExec: Randomness Bug:
INFO:symExec: Type Cast Vulnerability:
INFO:symExec: Analysis Completed




4. DETECCAO AUTOMATICA DE VULNERABILIDADES
EM SMART CONTRACTS

INFO:
INFO:

INFO

INFO:
INFO:
INFO:
INFO:

INFO

INFO:
INFO:

= oyente-ng — -bash — 70x17

root:contract contract_code/wibx/ERC20.s0l:ERC20:

symExec:
:symExec:
symExec:
symExec:
symExec:
symExec:
:symExec:
symExec:
symExec:
:symExec:

:symExec:
:symExec:

Results
EVM Code Coverage:
Integer Underflow:
Integer Overflow:
Parity Multisig Bug 2:
Callstack Depth Attack Vulnerability:
Transaction-Ordering Dependence (TOD):
Timestamp Dependency:
Re-Entrancy Vulnerability:
Call to The Unknown:

Qut-of-Gas Send:
Worst case Gas:

:symExec:
:symExec:
:symExec:

Randomness Bug:
Type Cast Vulnerability:

=== = Analysis Completed ======




4. DETECCAO AUTOMATICA DE VULNERABILIDADES
EM SMART CONTRACTS

® B oyente-ng — -bash — 70x17

INFO:root:contract contract_code/wibx/SafeMath.sol:SafeMath:
INFO:symExec: Results
INFO:symExec: EVM Code Coverage:
INFO:symExec: Integer Underflow:
INFO:symExec: Integer Overflow:
INFO:symExec: Parity Multisig Bug 2:
INFO:symExec: Callstack Depth Attack Vulnerability:
INFO:symExec: Transaction-Ordering Dependence (TOD):
INFO:symExec: Timestamp Dependency:

INFO:symExec: Re—-Entrancy Vulnerability:
INFO:symExec: Call to The Unknown:
INFO:symExec: Ether Lost:

INFO:symExec: Out-of-Gas Send:
INFO:symExec: Randomness Bug:
INFO:symExec: Type Cast Vulnerability:
INFO:symExec:




4. DETECCAO AUTOMATICA DE VULNERABILIDADES
EM SMART CONTRACTS

] B oyente-ng — -bash — 70x17

INFO:root:contract contract _code/wibx/TaxLib.sol:TaxLib:
INFO:symExec: ====z=================
INFO:symExec: EVM Code Coverage:

INFO:symExec: Integer Underflow: False
INFO:symExec: Integer Overflow: False
INFO:symExec: Parity Multisig Bug 2: False
INFO:symExec: Callstack Depth Attack Vulnerability: False
INFO:symExec: Transaction-Ordering Dependence (TOD): False
INFO:symExec: Timestamp Dependency: False
INFO:symExec: Re-Entrancy Vulnerability: . False
INFO:symExec: Call to The Unknown: False
INFO:symExec: Ether Lost: ' False
INFO:symExec: Out-of-Gas Send: . @ False
INFO:symExec: Randomness Bug: False
INFO:symExec: Type Cast Vulnerability: False
INFO:symExec: =============== Analyslis Completed




4. DETECCAO AUTOMATICA DE VULNERABILIDADES
EM SMART CONTRACTS

® B oyente-ng — -bash — 80x22

INFO:root:contract contract_code/wibx/WibxToken.sol:WibxToken:
INFO:symExec:

INFO:symExec: EVM Code Coverage:
INFO:symExec: Integer Underflow:
INFO:symExec: Integer Overflow:
INFO:symExec: Parity Multisig Bug 2:
INFO:symExec: Callstack Depth Attack Vulnerability: False

INFO:symExec: Transaction-Ordering Dependence (TOD): False

INFO:symExec: Timestamp Dependency: False

INFO:symExec: Re-Entrancy Vulnerability: False
INFO:symExec:contract_code/wibx/WibxToken.sol:1B:14: Warning: Integer Underflow.

uint8 private constan
contract_code/wibx/WibxToken.s0l:23:55: Warning: Integer Underflow.
constructor(address bchAddress) public ERC28Detailed("™, "", 1B)
INFO:symExec: Call to The Unknown: False
T+ Al: st False
INFO:symExec: Out-of-Gas Send: True
INFO:symExec: Worst case Gas: 6278

L) 5 S W

INFO:symExec: Type Cast vulﬁarability:
INFO:symExec: Analysis Completed




4. CONCLUSOES

As principais contribuicoes deste trabalho foram:

1. A proposta de uma taxonomia de vulnerabilidades envolvendo

Smart Contracts para Ethereum;

2. A verificacdo de aplicabilidade da técnica de Execucao Simbodlica
para deteccao de vulnerabilidades em Smart Contracts para

Ethereum: e

3. A implementacdo da ferramenta Oyente-NG, que permitiu a
deteccao de 5 vulnerabilidades adicionais em complemento as 7

existentes anteriormente implementadas na versao original;



1.

2.

4. TRABALHOS FUTUROS

Aplicar a ferramenta Oyente-NG sobre contratos destinados a

outras aplicacOes, para fins de benchmarking;

A implementacdo de deteccdo automatica de novas
vulnerabilidades logo que sdo descobertas, de forma semelhante as

atualizacOes de produtos antivirus; e

. Por fim, um estudo de aplicabilidade do conceito proposto para

outras linguagens utilizadas para o desenvolvimento de smart

contracts, por exemplo, typescript.
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